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Addressing Today’'s Business Issues

Resilient &Secure
B irtual Workplace

AProvide a robust business
continuity capability

A Address security concerns
of remote working

A Enforce security policy

Workforce
‘.‘\.z, Benefits

Almprove work/life balance

A Enhance collaboration
for remote and
mobile employees

AAcquire / retain talent [l
from all geographies |

Virtual Worker

Reduce Carbon
Footpring

A6 GBr e e neduce
commuting, reduce pollution

A Decrease cost of
commuting for workers

Multiple
Business
Requirements

“OIER—.on - Cost Avoidance G

. . . 2 v)‘i
, & Optlmlzatlona‘&_m“F
A Eliminate dedicated line costs
[ use local ISP
AReduce/avoid real estate costs
A Rapid small office rollouts

A Centralized Support & Service
Mgt

/irtual Workplace



Teleworker Use Cases
Our deployment targeted hybrid and advanced teleworkers

Flexibility In-Office Experience

Mobile Hybrid Advanced
Teleworker Teleworker Teleworker

Teleworker Basic Teleworker Essentials Teleworker Premium

User Reguirements: User Reguirements: User Reguirements:
ASecure connectivity across APersistent connectivity AFailsafe connectivity
multiple devices ADedicated Collab. endpoints ADedicated Collab endpoints

IT Department Care about:

Security | Ease Of Deployment | Centralized Management | Consistent Policy Enforcement | Cost







Our Approach

AStrategy: | f we build |

A Business Continuity: Factored into the
Infrastructure

A Scope/Scale i Global & Expandable

I Adds complexity: Regulatory and Import restrictions are
built into the request process

I Expandable, decentralized architecture

A Three Tiered Support Model
I Helpdesk/Frontline
I Level 2
I Level 31 Escalations, difficult cases
I Remote access via Mgt Tunnel, no house calls!



Our Approach

A Service Life Cycle- streamlined
I Request is client generated, approval from direct manager only

I Adds development time but sets stage for charge-backs and
recordkeeping

I Capture additional data such as ISP and sub-services
I Policy signoff
I Automated service termination

A Self-Service Implementation Model
I Menu style service selection

I Client performs set up with assistance when required
I Account maintenance / Performance optimization

A Hardware Fulfillment
i Highly standardized (saves support $) and client frustration

I IT services the order, point of contact for delivery issues
I Implemented a central warehouse/kit model



Best Practices / Published Info

A Bandwidth Speed and Quality
Requirements for CVO
Services Published

Client Info

Topics on this Page:

A Recommended Set up Minimum Bandwidth
Setting Up Your Router

A Wireless and Voice Testing the ISP Connection

Troubleshooting Loss of Wireless Signal Strength
Best Voice Quality
- _ Cisco Unified Video Advantage

A Video Set Up Router On When Troubleshooting

A UPS/Surge protection UPS Requirements in India

A How to obtain support SEE—

A Reinforced by automated

Links to our web site provided via
_ ' automated email during key stages
A Q&A Via Emaill of the process

messaging



Determine Service Offerings, Cost and
Request/Approval Process

W Client Menu of Services
3 CVO Basic $25

Service Ordering Tool

B CVO Basic
B CVO Wireless CVO Wireless $0
E CVO Voice CVO Voice $0
[

CVO Video CVO Video $0

— VPN Anywt $15
VEN Coixt
Account Requests @ Monthly Total
p \

V VPN Anywhere $xx



http://wwwin.cisco.com/it/services/vpnsoftware/index.shtml

Deployment History

and Client
Demographics




Cisco’s Deployment History
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Cisco’s Deployment History
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ASignificant upgrade activity in progress
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CVO Client Distribution

FY11 CVO Client Distribution

95% /

1.5%

HUS & Canada
i Europe

i A/Pac

H Emerging

H Japan

AAfter the initial growth in the US, growth rate in EU and Emerging Markets is
higher

© 2011 Cisco and/or its affiliates. All rights reserved Cisco Confidential



CVO Client Distribution — Top 20

0 2000 4000 6000 8000 10000 12000 14000
ITALY 1 67
ISRAEL 1 75
HONG KONG 1§ 99
ARGENTINA & 107
UNITED ARAB EMIRATES 1§ 121
MEXICO §® 128
SWITZERLAND 173
SPAIN 174
FRANCE 228
SINGAPORE 243
JAPAN 274
NETHERLANDS 312
INDIA 327
CHINA 369
BELGIUM 390
GERMANY 528

AUSTRALIA 594
CANADA 621
UNITED KINGDOM 1089

UNITED STATES

11932

Alnternational standards and regulations add complexity to a global deployment



CVO Client Profile

CVO Client Top 10 Groups

427_ 3607302275

443
648 478
66\\
S CVO Client Top 10 Titles
‘ ‘ 2146
OWW Sales 0 Customer Advocaas IT \\ ‘

B SYSTEMS ENGINEER.SALES

B ENGINEER.CUSTOMER SUPP

B ENGINEER.NETWORK
CONSULTING

B CONSULTING SYSTEMS
ENGINEER.SALES

B Finance BETG BmVTG BACCOUNT MANAGER.SALES

mSPTG @ Manufacturing O Human Resources
BWSTG

B MANAGER.SYSTEMS
ENGINEERING SALES

ETECHNICAL
LEADER.ENGINEERING

@ SALES BUSINESS DEV
MANAGER.SALES

OENGINEER.SOFTWARE
ENGINEERING

ATend to be customer facing job families



Planning and Futures




Futures

& Increasing Range of new Voice/Video Platforms i
High-Def and Feature Rich (Cius, CTS, etc)

& ISPs: Faster/Better/Cheaper, more premium
services

& Telework will be the norm

& Virtualization will advance beyond what we can
Imagine today
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Cisco Teleworker Portfolio

Use Case Requirements for End User Collaboration

Telepresence

Lifelike, face-to-face video
collaboration

Multi-party video
conferencing

Video Phones Single device to work, meet,
and collaborate

IP Phones Real-time voice and video Real-time voice and video
communications communications

Dedicated Collaboration Dedicated Collaboration Dedicated Collaboration
Endpoint Endpoint Endpoint

Mobile Teleworker Hybrid Teleworker Advanced Teleworker



Cisco Virtual Office

Key Features:
A Full IP Phone, wireless, data and video services over encrypted VPN
A Fail-safe, redundant connectivity with dedicated collaboration endpoints

A Centrally managed wired/wireless router for the highest-performance and collaboration
experience

5 | UC/Video/ TP

L-WI % : Internet Cg;r:r?;itse | Wireless
' ‘ Advanced

.. Security

Customer Value: Why Customers Like it:

A Users need redundant connectivity to A Full office experience (data, voice, video)

support business goals A Security feature set for policy and

A Users need smooth video and high- compliance

performance voice

A Always-on Connection
Enables high-bandwidth services

Functionality is prioritized over cost



Teleworker Architecture

OfficeExtend Solution
“ and a Laptop

Cost at Endpoint: $$
Productivity: ***

AnyConnect Secure
Mobility on Laptop
Cost at Endpoint: $$

Cisco Virtual Office
Productivity: ***

Cost at Endpoint: $$$
Product|V|ty ok

‘i

_—

ke

4 ‘\ , \
] i ‘
\
‘Cellular/ «

- Cisco Virtual Office with
AnyConnect Secure Wi-Fi

Mobility on iPhone, Cisco TelePresence
iPad, or Cius

Cost at Endpoint: $$$$

Cost at Endpoint: $ Productivity: **+

Productivity: *

An extension of your existing -/ Common security & policy across

Enterprise Network §§ ayi?ia.mulnple deployment scenarios

Voice | Video |Apps | Data | TelePresence



Planning: Continuity Considerations

A Telecommuting infrastructure is not a response to business
Interruption, it is a proactive strategy

A Outline the scope of a credible event i who and how
many?

A What services are critical i e.g. can you live without video?
A Develop a demographic profile of your work force.

A Distill your BC requirements and define your priorities

A Designi Plan capacity to support BC requirements

A Network Capacity i Your ISP connectivity may be the
bottleneck - Your networking team will be a key player



Planning: Continuity Considerations

A Redundancy and Failover i The service becomes mission critical,
make it resilient
A Consider Two Services/Two Level Approach
ACVO for critical job functions (as defined by the business, not IT)
ASoftware VPN for all others

A Make the organization aware of what you have to offer and that
they are responsible for using it in their continuity plans

A ISP: Consider negotiating discounts for business class service, you
will benefit by having a well connected workforce.



Challenge: Policies

A Policies (HR/Legal/Safety)
A Regulatory/International

A Funding/ISP Expense, Other
Home Office Components

Remote Access Policies

nratzlaf = Cisoo Webstes— | Navigation Tooks | Emsrgenciss  [Search | 6o [pirectory || 6o
I¢I:|IISI¢I:|!I)I ECT 4PN 671 (Current Standared)
Policies

| SupportFeedback | @ PageTooks | %

« The following policies, terms and conditions are herein provided for your reference anly.
Official policy documents are maintained within the Enterprise Document Control Svstem
(EDCS) are managed by Cisco IT. These policies provide a clear understanding of what Furposs
should he considered hefore ardering and using this serice, The following also provides Scope
line managers within Cisco a clearer picture of what can be authaorized on hehalf of the
company and their individual department hudgets

Topics on this Page:

Cisco Employee Connection
Organizations

Information Technalogy Responsibilties

Policy Stetemert
(I SRS & S VP Hardware (ECT) Entitlernent Polics B (DG - 234 KB | EDCS-478510)

A Standards and Enforcement of = .. o

Remaote Access
The global hame hardware YPR access product, alsn known as Enterprize Class Exception Process

WPN Access Telewarker (ECT), is provided to Cisco Staff for the purpose of ereating hardware based Enforcement
tanaards

WPN connection fram your hame to the Cisco corporate netwaork via your user managed
ECT WPI 871 Router

internet access connection. This product will provide benefits which include the latest

advanced security and remaote management capahilities, anti-virus protection, software

upgrades, improve productivity, and a reduction in costs. This policy describes the acceptahle use of the service and equipment,
and how the service will be managed.

(PRl e The purpose ofthis policy, global home hardware VPR access, is to describe the acceptahle use of global home hardware VPR
p p rova rOCeSS [5) Best Practices access and how the services associated will be managed

[ Biling & Expense Management

Availabilty

Scope
This policy applies to all Cisca regular (fulktime and part-time) employees authorized to use global home hardware VPN

- - - = Policies access for business use on behalf of Cisco Systems, Inc. ar any subsidiary thereof ("Cisca®).
u p p O rt ral n I n g 3 e rVI Ce [ Related Policies @ ContractorVendors staff should follow the Global Contractorendor staff policies
[ Technology * Temporary staff should follow the Global Temporary employee polices.

Support : : :
This policy establishes requirements to which all global home hardware WPN access users must adhere to.

A Product Availability &
Distribution Logistics

Learning

A Service Termination Process



Challenge: Cultural Change

A Expectations - Bidirectional

A Managerial Style Issues:
Shift from attendance to
performance as the
assessment criteria

A Guidelines for Face/Face
interaction and occasional
travel

A Collaboration tools and
related training must match
your telework capabilities

A Video can add a degree of
social interaction that while
hard to define, is significant.

Nmm
cisco

Management Guidelines

nratzlaf = Cisoo Webstes— | Navigation Tooks | Emsrgenciss  [Search | 6o [pirectory || 6o
ECT PN 871 (Current Standard)
Policies

| SupportFeedback | @ PageTooks | %

Cisco Employee Connection
Organizations
Information Technalogy

IT Services & Support

The following policies, terms and conditions are herein provided for your reference anly. . N .
Official policy documents are maintained within the Enterprise Document Control Svstem Topics on this Page:
(EDCS) are managed by Cisco IT. These policies provide a clear understanding of what Furposs

should he considered hefore ardering and using this serice, The following also provides Scope

line managers within Cisco a clearer picture of what can be authaorized on hehalf of the Responsibilties
company and their individual department hudgets

Policy Statement
WPM Hardware (ECT) Entitlernent Policy B ¢DOC - 234 KB | EDCS-478510)

Hetwork Services
Remate Access

VPN Access

PR Harduvars (ECT)

ECT WPN 871 Router

Bavailability
RequestManage Service
[ Best Practices
2 Biling & Expense Management
Learning
= Policies
[ Related Policies
[ Technology
Support

e BB A R B R

Complignce

Monitoring
Exception Process
Enforcemert

Purpose

The global home hardware YPMN access product, also known as Enterprise Class
Telewarker (ECT), Is provided to Cisco Staff for the purpose of creating hardware based
WPN connection fram your hame to the Cisco corporate netwaork via your user managed
internet access connection. This product will provide benefits which include the latest
advanced security and remaote management capahilities, anti-virus protection, software
upgrades, improve productivity, and a reduction in costs. This policy describes the acceptahle use of the service and equipment,
and how the service will be managed.

The purpose ofthis policy, glabal home hardware VPN access, is to describe the acceptable use of global home hardware VPN
access and how the services associated will be managed.

Scope
This policy applies to all Cisca regular (fulktime and part-time) employees authorized to use global home hardware VPN
access for business use on hehalf of Cisco Systems, Inc. or any subsidiary thereof "Cisca").

* Contractorwendors staff should follow the Global ContractarYendar staff policies

* Temporary staff should follow the Global Temporary employee polices.

This policy establishes requirements to which all global home hardware WPN access users must adhere to.
e EE—————



Overview Cisco Virtual Office

IP Phone Cisco 8XX
Router

VPN Head-End
Router







